NEMS server migration

U.8. Depariment of Commerce
Hational Oceanic & Atmospheric Administration
Nalional Marine Fisheries Service

EMAIL MIGRATION INSTRUCTION MANUAL

FOR

NOAA/NMFS/SEC USERS

CREATED BY IRM

EDITED 4/25/06

Page 1 of 13



NEMS server migration

INEFOAUCTION ...ttt et bt b et bt b st e bbbt b st eb e eb e b e nbe e 3
1. Identifying Your EMail CHENL.......ccooco i ettt s enas 3
1.1 WWEDMAI USEIS ...ttt bbbt et b e b 3
0 o o I 1 U1 0T S 3
1.3, Checking the helP MENU. ..ottt 3
I O 1= L ST 411V = ) SRS 4
2. 1dentifying YOUF IMAIT SEIVET ......c.cuiiiiiiiiice bbb 4
2.1, Finding the mMail SErVEr SELLINGS. ...ocvieiiiieieieieiee ettt sre e nrenne s 4
N N 1S T T Y o PR SRN 5
2.3, THE SEIVEI INAITIE ..ottt et b ettt b bbbt ettt 5
3. Changing YOUE SEELINGS ....e.veueiteirieiieerie sttt sttt ettt ae et e e esbe et sa et be e enesbenesee e eneseens 5
3.1, CoNfigUIING 8N ACCOUNL. ..ottt bttt bbbttt e s e e e seene st nes 5
3.2, Making the initial CONNECLION. ........ccoiiiiiiiiii e 6
3.3, Configuring DIFECIONY SEIVICES ......c.eiriitiuiiiteeiisieie ettt bbb 6
4. Installing ThUNAEDIFG ........ovieeece ettt st srenrennens 7
4.1, Getting ThUNAErDIT........ccvoieiee e e ettt re e 7
4.2, Starting the NSl ........c..coviiiee e s 7
4.3, The iNStAller PrOMPLS ......c.oiiiiiieie ettt ettt ettt e 7
A.3.4.  SUMMANY PAGE ...ttt ettt bbb bbbt b e b e bt b e s e e st et e nbe b e nbesbenbeenas 8
4.4, IMPOFTING SEHINGS ... evteititiiiteteireeie sttt bbbttt bbbttt 8
N @0 i To [0 T T I o oo g | S 8
4.6.  Making the initial CONNECLION. .....cccceiiiieiiiiec e nee 10
4.7.  Configuring MesSage QUOLES.........ccueiuiriiiriiite e eee ettt e et re e e e s saestesresrens 10
4.8.  Configuring DIr€CtOrY SEIVICES .....ccveiviiiiiieitiite sttt ettt teere e e enseeeseens 11
5. Testing your mail by sending a message to Yourself. ... 12
5.1, Create @ NEW MESSAGE. ...eeueeeereertirtestestestestestesteasesseeseeeeasesbessesbesbesbesbesbesbeebeaseaseeseensessesbenseatan 12
5.2, I SENAING FAIIS. ...oniieiiiieie e e 12
6.  Un-installing the Old EMail CHIENL. ..o e 12
6.1.  Using the Add rermOVe PrOgrAMS ........cceviririeeieieiereeieseeseeseesseseessessessessessesseeseeseessessessessenes 12
I O] [0 I 11 L=tV o IS o 1SS 12
7. Changing the OULBOUNG POI..........ccoiiiiicecc et 12
8. CONLACT IS ...ttt bbb bbbt bbb e na e 13
TR Y/ - o L OSSOSO 13
8.2, PANAMEA ClHLY ..viviiiiiiiect bbb 13
ST TR T 1Y (o] TSRS 13
8.4, IMISSISSIPPI LADS. .. eceiiiieiieiciee et renre 13
8.5, INOS CO-10CALEA SITES.....c.eiviieiiieieeiert ettt ettt n e en e 13
8.8, AL OLNBIS. ..ottt b bbbt b e 13

Page 2 of 13



NEMS server migration

Introduction

NOAA is replacing the email server. This will affect everyone who uses the HQmail server.
These changes will be to a secure communications technology with increased mailbox and
attachment capacity. This involves a few steps. The first most critical part is re-configuration of
the email client.

For those of you at the Miami facility and the labs, you can expect support from your local IT
staff. Please let them know if you make this change yourself. For everyone else, this is a
process that you must accomplish on your own. You can certainly contact us here in Miami for
assistance.

We have created this instruction manual to assist you in making the necessary changes. Many
users of the current email system have different configurations for their email clients. This
document is setup to facilitate the different configurations so that everyone is updated correctly.
The instructions are based on Windows versions of the email client, but MAC or Linux should
be very similar.

If you are located in a facility where NOS runs the local network, contact them before making
any changes.

1. Identifying Your Email Client

Before upgrading, you must identify the email client you are using. If you already know your
email client, skip to the next section.

1.1. Webmail users
If you use Webmail exclusively, you still will have to change the way you access Webmail.

You will be advised that your mail box is migrating to the new server. Once that takes place
you will use https://vmail.nems.noaa.gov to access your account. You will also be required to
implement complex passwords and change them every 90 days.

You now have a choice! The old mail server was not available for IMAP connections outside
the NMFS WAN. The new system will allow you to use IMAP from any location to access
your messages. This means that you will be able to access your email from anywhere the same
way you access your email from your desktop at your work location, from the client.

1.2. Pop mail users
If you use the POP protocol to retrieve your messages you must change to IMAP or Webmail.

1.3. Checking the help menu.

Log into your email

Click the help button

Click about

The name of your client should be listed

Page 3 of 13


https://vmail.nems.noaa.gov/

NEMS server migration
1.4. Client Software List

If your client is not in the list below, please see the contact list for assistance.

Thunderbird
Mozilla Suite
Outlook
Netscape

2. ldentifying Your Mail Server

You should make changes only if your mail is configured to connect to HQmail.nmfs.noaa.gov,

or the IP address 155.206.14.5

2.1. Finding the mail server settings.

2.1.1. Thunderbird
Choose <Tools> then <Account Settings> then <Server Settings>
2.1.2. Mozilla Suite
Choose <Edit> <Mail & Newsgroup Account Settings>
2.1.3. Outlook
Check the help section of your client
2.1.4. Netscape
See Upgrading to Thunderbird later in this document

wnoaa.goy - Thunderbind

Fle Edit ‘iew Go Message | Tools  Help

’QJ R =5 Address Book, Chrl+2 =
'\_- & o i-_r'; Extensions =
Get Mail Write  Address Book Themes i
Folders Message Filters...
- Inboz Junk Mail Controls...
A Drafts k. Mail Cantro
7] Senk
1 Trash Impart, ..
|y RO Javascript Console
= Account Settings...
g; 12 Inbox Options. ..
ﬂ Drafts ’
—] Bent
# 13 Trash Accounts
=5

=] & Local Folders
-f_ﬁ"g Unsent §
ﬂ Drafts

i -ent ;j:L Create a new account
] \.E Trash

[+l= Schonl

Lliﬁ Wiew settings for this account

|2
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2.2. The Server Type

If the server type is not IMAP, please contact your local support or Miami for information
on how to correctly configure your email for IMAP.

2.3. The Server Name

If the server name, SMTP server name, or “outgoing server” is HQmail.nmfs.noaa.gov then
you will need to change your settings using the procedures listed in this document.

3. Changing your settings

If you already have a mail client installed, you can reconfigure the settings based on the
procedure in this section. Because the interfaces are slightly different with each version, the
instructions may not line up exactly with your interface. If you are unable to resolve these
differences, please refer to the contact list at the end of this document for support.

3.1. Configuring an Account
3.1.1. Changing the server

= Access your account settings as identified in section two. You will need to
replace hgmail.nmfs.noaa.gov in two places

= Server settings /server name: mail.nems.noaa.gov
= Outgoing server(SMTP): mail.nems.noaa.gov,

SMITP Server

Settings
Description: [
Server Mame: mail.nems.noaa, gow

Part: |25 | Defaul: 25

t Cuthound part 25 does
Security and Authentication not work, then use port
587, (See Section 7)

Use name and password

User Mame: ;;I-b-ﬁn.bne

Use secure connection:

(3 Mo (O TLS, iF available @

[ (0] ] [ Cancel ]

3.1.2. Configuring the mail server security.
= Right Click your user name on the left hand column of the mail client window
= Go down and choose “Properties”
= In the account settings window, choose “Server settings”
= Under server settings check use secure connection: “SSL”
= In the left column under “Local Folders, Choose “Outgoing Server (SMTP)”
= Click on the entry that contains “mail.nems.noaa.gov”
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= Click “Edit”
= Under “use secure connection:” , Choose “TLS”
= Click “OK”

Click “OK?” again to finish

3.2. Making the initial connection.

= Click on “inbox” from mail client window

= Choose “Accept this certificate permanently”
= Click “OK”

= Enter your email password.

Wehsite Certified by an Unknown Authority

: IUnahle to werify the identity of mail.nems.noaa.goy as a trusted sike,

Possible reasons For this error:
- Your browser does not recognize the Certificate Authority that issued the site's certificate,
- The site's certificate is incomplete due to a server misconfiguration,

- ¥ou are connected to a site pretending to be mail.nems.noaa, gov, possibly to obtain your
confidential information.

Flease notify the site's webmaster about this problem.
Before accepking this certificate, wou should examine this site's certificate carefully, Are you

willing ko ko accept this certificate for the purpose of identifying the Weh site
mail.nems noaa,gov?

Examine Certificate. ..

(#): Accept this certificate permanently:

{3 Accept this certificate temporarily For this session

() Do nok accept this certificate and do not connect ko this Web site

Ok l ’ Cancel

3.3. Configuring Directory Services

= Right Click on your.name@noaa.gov located in the left column of the main
email screen.
= Under Addressing Select “use a different LDAP Server”
= Choose*" Edit Directories”
= Click “Add”
o Name: LDAP-EAST
0 Hostname: Idap-east.nems.noaa.gov
0 Base DN: o=noaa.gov (Note: letter ‘O’ NOT ZERO)
0 Port Number: 636
0 Check “use secure connection (SSL)”
= Click “OK”
= Click “OK” again
= Click the drop down menu under addressing
= Select “Use different LDAP server”
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= Choose “LDAP-EAST”
= Click “OK”

i Directory Server Properties

| General g-OFFIine_ Advanced

Marne:
Hostname: | Idap-east.nems noaa.gov |
Base DN: | 0=N0aa.gov

Port number: | 636
Bind Di4; '

Use secure connection (550)

[ Ok I [ Cancel

4. Installing Thunderbird

We recommend Thunderbird as the preferred email client. If you have local support staff, they
may have a different preference. Since they are the ones who will support you first, you should talk to
them before installing this application.

4.1. Getting Thunderbird

If you don’t already have Mozilla Thunderbird, you can download it.
Connect to the following website http://www.mozilla.com/thunderbird/
Click “Free download”

4.2. Starting the install

4.2.1. Navigate to where you downloaded the file.

4.2.2. Double click the installer program icon on your machine to begin the Setup program.
4.2.3. Follow the on-screen instructions in the setup program.

4.2.4. The program starts automatically the first time.

4.3. Theinstaller Prompts

4.3.1. Welcome to Mozilla Thunderbird
o0 Choose <Next>
4.3.2. Software License Agreement
0 Choose “I Accept the terms of the License Agreement”
0 Choose <Next>
4.3.3. Installation type.
0 Choose “Standard”
0 Choose <Next>
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4.3.4. Summary Page

o Click <Next>
o Check “Launch Mozilla Thunderbird now”
o Click “Finish”

4.4. Importing Settings

4.4.1. If you are upgrading from Netscape or a previous version of Mozilla
Choose import for mail, settings and address book.

4.4.2. 1f you were not using mail on this computer, don’t import anything.

Import Wizard

Import Settings and Mail Folders From

Import Options, Account Settings, Addressbook and ather data From:

[ Mexk > ] [ Cancel

4.5. Configuring an Account
= Under account type, Choose Email account
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New Account Setup

In order to receive messages, wou first need bo set up a Mail or
Mewsgroup accaunt,

This Wizard will collect the information necessary to set up a Mail or
Mewsgroup accounk, IF wou do not know the information requested,
please contack your System Administrator or Internet Service Provider,

Select the tvpe of account wou would like to set up:

®

{71 RSS Mews & Elogs

(:) Mewsqgroup account

Mext = ] [ Cancel

Click <Next>

Enter your name

Enter your email address

Example: Firsthame.MI.Lasthame@noaa.gov
Click the radio button next to “IMAP”
Incoming server: mail.nems.noaa.gov
Outgoing server: mail.nems.noaa.gov
Choose “Next”

Choose “Next”

Click “Finish”

45.1. You will see a mail client window.
NOTE: You may also see “Connection to server mail.nems.noaa.gov timed out”
If you see this click “OK”

4.5.2. Configuring the mail server security.

Right Click your user name on the left hand column of the mail client window.
Go down and choose “Properties”

In the account settings window, choose “Server settings”

Under server settings check use secure connection: “SSL”

In the left column under “Local Folders, Choose “Outgoing Server (SMTP)”
Click on the entry that contains “mail.nems.noaa.gov”

Click “Edit”
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NEMS server migration
= Under “use secure connection:” , Choose “TLS”

= Click “OK”
=  Click “OK” again to finish
Account Settings E|
=IFi .
=l Firstname.Lastname@noa... Sarver Settlngs
c-Server Settings
“Copies & Folders Server Type:  IMAP Mail Server
(Composition & Addressing Server hame; I mail.nems.noaa, gov | Port: {993 | Default; 293
Offline & Disk Space User Mame: : Firstnmame.Lastname |
Return Receipts -
Security Security Settings

=l Local Folders Use secure conneckion:

-Disk Space ) Mever () TLS, iF available ) IS &)
Qukgaing Server (SMTR)

D Use secure authentication

- Server Settings

Check For new messages at startup

Check For new messages every | 10 | minukes

when I delete a message: | Maove it ko the Trash Folder v!

[] clean up ("Expunge") Inbox on Exit

[ Empty Trash on Exit

Local direckary;

=7 e ] [ l
l CiDacuments and Settingsitdavis'Application Data'l,Thunderblrc: Browse. ..

[ Add Accounk. .. ]

[ Remove Accounk ]

84 ] [ Cancel

4.6. Making the initial connection.

= Click on “inbox” from mail client window

= Choose “Accept this certificate permanently”
»= Click “OK”

= Enter your email password

4.7. Configuring Message Quotes

» Right Click on your.name@noaa.gov located in the left column of the main
email screen.

= Choose properties

= Choose “Composition & Addressing” on the left hand side.
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= Change “Start my reply below the quote”, to “above the quote” using the drop
down menu

Account Settings

ETyree.Davis@noaa.goy Composition & Addressing
Server Settings
- Copies & Faolders ernosiEn
-Composition 8 Addressing [
“-Offline & Disk Space Compose messages in HTML Format
Return Receipts Aukomatically guoke the ariginal message when replying
-~ Security
Then stark my reply above the quote |
=l Local Folders i | belhnihs J —
-Disk Space ACE T
Zukgoing Server [SMTF)
Addressing
when looking up addresses:
() Use my global LDAP server preferences For this account
(%) Use a different LDAP server:
| LOAP-EAST LT | [ Edit Directories.. .
[ &dd Account... l
[ Remove Account ]
o] l [ Cancel

4.8. Configuring Directory Services

» Right Click on your.name@noaa.gov located in the left column of the main
email screen.

= Under Addressing Select “use a different LDAP Server”

= Choose* Edit Directories”

= Click “Add” (See image in step 3.3)

o Name: LDAP-EAST
0 Hostname: Idap-east.nems.noaa.gov
0 Base DN: o=noaa.gov (Note: letter ‘O’ NOT ZERQ)
0 Port Number: 636
0 Check “use secure connection (SSL)”
» Click “OK”

= Click “OK” again
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Click the drop down menu under addressing
Select “use different LDAP server”

Choose “LDAP-EAST”

Click “OK”

5. Testing your mail by sending a message to yourself.

5.1. Create a new message.
= Choose “Write” from the main email screen

= Enter your name in the "To" address and verify that a list displays with your name
on it to select from.

Note: If you get a message that reads “Website Certified by an unknown Authority”

Choose accept this certificate permanently

Click “OK”

Type "test" in the subject and message boxes and click send.
You will be prompted for your email password.

Enter your password and press return.

Note: This extra password challenge will only happen on the first message you send after
logging on each day.

5.2. If Sending Fails.
If your message fails to transmit, please see "Changing the Outbound Port."

6. Un-installing the Old Email Client.

6.1. Using the Add remove programs

Note: This step is for those of you who have upgraded from “Mozilla Suite” or “Netscape”.

Click on the windows start button.

Select settings then control panel

Select add remove programs.

Locate Mozilla Suite or Netscape in the list and select remove.

6.2. Old files and settings

= Un-installing “Mozilla Suite” or “Netscape” will not remove any existing data or
email.

= |fyou followed the upgrade procedure, these were imported into the new
Thunderbird mail during the installation.

7. Changing the Outbound Port

7.1.  Go to your server settings and select SMTP, Sending, or Outbound server.
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8.3.

8.4.

8.5.

8.6.

NEMS server migration

7.2.  Change the port from 25 to 587 and save your change.

7.3.  Send a test message and verify that the message is sent.
. Contact list

8.1. Miami

Patrick Gilles 305-356-4107
Tyree Davis 305-361-4564
Loyd Darby 305-361-4297

Panama City
Ken Siprell 850-234-6541 ext 201

Galveston
Frank Patella 409-766-3526

Mississippi Labs
Mark Mcduff 228-762-4591 ext 278

NOS co-located sites
Contact NOS staff first
You may also use Miami contacts

All Others
Use Miami contacts

Page 13 of 13



	Introduction
	1. Identifying Your Email Client
	1.1. Webmail users
	1.3. Checking the help menu.
	1.4.  Client Software List

	2. Identifying Your Mail Server
	2.1. Finding the mail server settings.
	2.2.  The Server Type
	2.3. The Server Name

	3. Changing your settings
	3.1. Configuring an Account
	3.2. Making the initial connection.
	3.3. Configuring Directory Services

	4. Installing Thunderbird
	4.1. Getting Thunderbird
	4.2. Starting the install
	4.3.  The installer Prompts
	4.4. Importing Settings
	4.5. Configuring an Account
	4.6. Making the initial connection.
	4.7. Configuring Message Quotes
	4.8. Configuring Directory Services

	5. Testing your mail by sending a message to yourself.  
	5.1. Create a new message.
	5.2. If Sending Fails.

	6. Un-installing the Old Email Client.
	6.2. Old files and settings

	7. Changing the Outbound Port
	8. Contact list
	8.1. Miami
	8.2. Panama City
	8.3. Galveston
	8.4. Mississippi Labs
	8.5. NOS co-located sites
	8.6. All Others


